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An Introduction to e-Safety 

eSafety is a term that was unknown until relatively recently, yet now it has an impact on all of 

our lives, but particularly on the lives of children and young people. Essentially, e-safety refers 

to the need to stay safe in online and mobile environments. In 2007 the government 

commissioned Dr. Tanya Byron to carry out an independent review1 of the risks children face 

from the internet (and video games). Her widely acclaimed report made some significant 

recommendations which have already begun to make an impact on the way that schools work 

with and support children and young people. This quote sums up the need for e-safety to be 

taken seriously. 

 “To ignore e safety issues when implementing the Every Child Matters agenda would be 

a major oversight and would ultimately lead to significant gaps in child protection policies, 

ƭŜŀǾƛƴƎ ŎƘƛƭŘǊŜƴ ŀƴŘ ȅƻǳƴƎ ǇŜƻǇƭŜ ǾǳƭƴŜǊŀōƭŜΦέ 

The Byron review had a number of strategic objectives one of which is to: 

 Equip children to deal with exposure to harmful and inappropriate content and contact, 

and equip parents to help their children deal with these things and parent effectively around 

incidences of harmful and inappropriate conduct by their children. 

Key Legislation 

All adults who come into contact with children and young people in their work have a duty of 

care to safeguard and promote their welfare. (1989 Children Act and Child Care Act 2000) 

The Children Act 2004, through the Stay Safe outcome of the Every Child Matters Change for 

Children programme places a duty on organisations to safeguard and promote the well-being of 

children and young people. This encompasses e-safety. 

e-Safety & The Law 

 

School staff are able to confiscate mobile phones as a sanction and they have a legal defence 

for doing this (Education and Inspections Act 2006 (s 94). However, staff cannot search a  

mobile device without the consent of the pupil. This remains the case, even if they suspect that  

the phone contains an illegal image. If a pupil refuses to allow a member of staff to search the  

phone then it is possible to refer the matter to the police who are able to use their extended  

search powers. Refer to the BSA Legal Guide for House Staff (latest version published Autumn 

2009) 

                                                           
1
 Byron, T. (2008) Safer Children in a Digital World: The Report of the Byron Review. London: Department for Children, Schools and Families, and 

the Department for Culture, Media and Sport. Retrieved from http://www.dcsf.gov.uk/byronreview/ 
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The Risks & the Opportunities 

In order to fully understand what we are keeping children safe from, we need to understand 

some of the risks associated with the internet and online technologies. The table below 

categorises these risks as outlined in the Byron review, as well as the opportunities that online 

communication and collaboration can bring. The media can often complicate the issue and 

present a bleak picture of the internet which has led to many parents thinking that the greatest 

risk their children face is from paedophiles and predators who masquerade as younger people 

and try to trick children and young people into meeting up with them in order to fulfil their 

sexual fantasies. However, research has shown that although possibly the greatest risk in terms 

of harm, it is also the least likely to actually happen. Children and young people are much more 

likely to be cyberbullied than they are to be groomed. 

The following table sets out the opportunities and risk  

  Content: 
Child as recipient 

Contact: 
Child as participant 

Conduct: 
Child as actor 

O
P

P
O

R
TU

N
IT

IE
S 

 

Education 
learning and 
digital literacy 

Educational 
resources 

Contact with others who 
ǎƘŀǊŜ ƻƴŜΩǎ ƛƴǘŜǊŜǎǘǎ 

Self-initiated or 
collaborative 
learning 

Participation 
and civic 
engagement 

Global information Exchange among interest 
groups 

Concrete forms of 
civic engagement 

Creativity and 
self-expression 

Diversity of 
resources 

Being invited/inspired to 
create or participate 

User-generated 
content creation 

Identity and 
social 
connection 

Advice 
(personal/health/ 
sexual etc) 

Social networking, 
shared experiences with 
others 

Expression of 
identity 

R
IS

K
S 

 

Commercial Advertising, spam, 
sponsorship 

Tracking, harvesting 
personal information 

Gambling, illegal 
downloads, hacking 

Aggressive Violent / gruesome / 
hateful content 

Being bullied, harassed 
or stalked 

Bullying or harassing 
another 

Sexual Pornographic / 
harmful sexual 
content 

Meeting strangers, being 
groomed 

Creating / uploading 
pornographic 
material 

Values Racist, biased info / 
advice (eg, drugs) 

Self-harm, unwelcome 
persuasion 

Providing advice eg, 
suicide / pro-
anorexia 

A classification of online opportunities and risks for children and young people2 

                                                           
2
 Livingstone, S and Haddon, L (2009) EU Kids Online: Final report. LSE, London: EU Kids Online. (EC Safer Internet Plus Programme Deliverable 

D6.5) 
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At first sight, the list of risks can seem quite daunting, but closer examination reveals that many 

of the risks cited are concerns that have existed for generations. For example tracking is 

mentioned and of course this is a concern, we also talk about stalking which is something that 

happens in the off-line world as well. Unfortunately, pornographic and harmful sexual content 

has always existed; the internet simply provides an easier means of accessing this material as 

the perceived anonymity it affords mean that children and young people are much more likely 

to take risks and attempt to access such material believing that they will never be discovered. 

 

What makes children vulnerable? 

Despite the fact that many of these risks have always existed, the internet brings with it a 

couple of issues which mean that children and young people can be particularly vulnerable. 

 

1. Children and young people tend to use the internet (at least initially) in places where 

they feel very safe. This is because we tell them that they are safe and want them to feel 

that way. Home and school are places that we need children to feel safe and secure in 

and staff and parents work hard to ensure that this is the case. However, in doing so, we 

encourage children to approach their use of the internet with a false sense of security. 

In their eyes, nothing can go wrong ς because they are in that safe place. This is 

highlighted by the comment below: 

“How can we come to any harm when we are sitting at home, nothing really bad can 

happen.” – Girl 15,3 

 

2. ²Ŝ ƪƴƻǿ ŦǊƻƳ ǎŎƛŜƴǘƛŦƛŎ ǊŜǎŜŀǊŎƘΣ ǘƘŀǘ ǇƘȅǎƛƻƭƻƎƛŎŀƭƭȅΣ ŎƘƛƭŘǊŜƴΩǎ ŎŀǇŀŎƛǘȅ ǘƻ ǳƴŘŜǊǎǘŀƴŘ 

risk develops after adolescence because the parts of the brain that govern risk have not 

ŘŜǾŜƭƻǇŜŘΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ŎƘƛƭŘǊŜƴ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜ ǎŀƳŜ ŀǇǇǊŜŎƛŀǘƛƻƴ ƻŦ Ǌƛǎƪ ŀǎ ŀŘǳƭǘǎ ς 

this is actually a good thing in some respects as without this, children and young people 

would not take the risk to tell their first lie of consequence, or do their first noble thing. 

Indeed, it is only their inability to appreciate and understand risk that allow them to do 

those things that we as adults consider to be both incredibly brave and foolish, the 

things that really characterise adolescence, the series of really dangerous decisions that 

you have to make to become an adult.  

These two factors taken together can form a potentially toxic mix, meaning that some children 

and young people will take real risks without any thought for future consequences.  

                                                           
3 From Ofcom ς Social Networking: A quantitative and qualitative research report into attitudes, behaviours and use (April 2008) 



BSA BBP 24  Page 6 Oct 2009 

It is important to remember at this point that we were all children once, we all did the foolish 

things, the difference ς and it is a crucially important one ς is that our foolish activities were not 

permanently recorded.  

Consequently, informing children about risk involves 

 Frequent reinforcement ς which means both at home and at school 

 Providing children with examples ς things from their real life that actually mean 

something to them. 

We must infuse children with the media literacy that helps them to understand about the 

immortality of the information that they put up online. This is vitally important. The way to do 

ǘƘƛǎ ƛǎ bh¢ ǘƻ ǎŀȅ ŘƻƴΩǘ ǳǎŜ ǘƘƛǎΣ ōǳǘ ǘƻ ǎŀȅ ŦƻǊ ŜȄŀƳǇƭŜΣ άƭƻƻƪ ŀǘ Ƙƻǿ ǘƘƛǎ ǊǳƳƻǳǊ ŦƭƻƻŘŜŘ 

through the nŜǘǿƻǊƪέΦ 9ƴŎƻǳǊŀƎŜ ŎƘƛƭŘǊŜƴ ŀƴŘ ȅƻǳƴƎ ǇŜƻǇƭŜ ǘƻ ŎŀǊǊȅ ƻǳǘ ǘƘŜ ŜȄǇŜǊƛƳŜƴǘ ŦƻǊ 

themselves.  When they have witnessed the speed and diffusion of how something goes 

through a social network they will be much more likely to think twice about what they post.  

What children and young people are really doing online? 

 

/ƘƛƭŘǊŜƴ ŀƴŘ ȅƻǳƴƎ ǇŜƻǇƭŜ ǳǎŜ ǘƘŜ ƛƴǘŜǊƴŜǘ ƛƴ ŀ ǿŀȅ ǘƘŀǘ Ƴŀƴȅ ŀŘǳƭǘǎ ŘƻƴΩǘΦ ¢ƘŜȅ ƳŀƪŜ ƛǘ ǿƻǊƪ 

for them and see it very much as a tool to help them in their daily lives. Pupils at school are 

likely to be: 

 Blogging 

 Sharing music and downloading music and film (quite probably illegally) ς how many 

schools actually teach children about copyright, intellectual property and plagiarism in 

relation to the internet? 

 Using social networking sites 

 Playing online games 

 Using instant messenger services 

 {ǇŜƴŘƛƴƎ ǘƛƳŜ ŎƻƳƳŜƴǘƛƴƎ ƻƴ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ ǎƛǘŜǎ ŀƴŘ ǳǇŘŀǘƛƴƎ ǘƘŜƛǊ ƻǿƴ 

 Sharing their passwords ς άsharing your password is a sign of true friendship” ς how 

many schools are talking to children and young people about how to create a strong 

password? 

 Some pupils will probably also have engaged in sexting or know someone else who has 

done this.  

 A number of them will have either been victims or perpetrators of cyberbullying. 

 

It is essential that all staff know about these issues and either know how to deal with them or 

how to escalate a concern if a child or young person needs help. 
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How can we best protect children and young people? 

 

The most effective way to keep children and young people safe online is to ensure that they 

have someone that they trust who they can talk to if something goes wrong. 

 

Education and empowerment are much more powerful tools than blocking, banning and 

monitoring. We spend a lot of time telling children and young people how important their 

privacy is and what they must do in order to protect it. We do this for a number of good 

reasons; one is that there is a small risk that they could be groomed by a predator, but more 

importantly, because the internet will never forget. It is appropriate then that we sit down with 

our children and point out that the photo they post when they are 15 or 16 of them half 

dressed, smoking a cigarette and drinking will indeed come back and haunt them when they are 

35 or 36 and they will wish they had never posted it. However, at the same time as telling them 

this, we also put our children in situations where everything that they do at school and at home 

is being watched, monitored and processed. The information that is gathered is then used as 

ammunition for us to tell our children that they have done something wrong ς they have been 

caught.  

 

Children understand that actions speak louder than words ς so when we monitor a child for 

every second that they are online, and then turn around to them and say that privacy is 

ƛƳǇƻǊǘŀƴǘ ŀƴŘ ǘƘŜȅ Ƴǳǎǘ ǇǊƻǘŜŎǘ ƛǘΣ ǘƘŜȅ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ǿŜΩǊŜ ƴƻǘ ǊŜŀƭƭȅ ǎŜǊƛƻǳǎ ŀōƻǳǘ ǘƘƛǎΦ 

When we tell them to protect their personal information and not give it out, but also that if 
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they take steps to hide that information from us (e.g. by using a proxy server and so by-passing 

ǘƘŜ ǎŎƘƻƻƭΩǎ άǎŀŦŜέ ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǿƘƛŎƘ ǿƛƭƭ ǇǊƻōŀōƭȅ ōŜ ŦƛƭǘŜǊŜŘύΣ ǘƘŜƴ ǘƘŜȅ ǿƛƭƭ ōŜ ƛƴ ŀ 

ǿƻǊƭŘ ƻŦ ǘǊƻǳōƭŜΣ ŎƘƛƭŘǊŜƴ ŀƴŘ ȅƻǳƴƎ ǇŜƻǇƭŜ ǘƘŜƴ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ǿŜΩǊŜ ƴƻǘ ǊŜŀƭƭȅ ǎŜǊƛƻǳǎ 

about this whole not disclosing information business. We are training children not to value their 

privacy by relying too heavily on monitoring software and surveillance in schools. If we really 

want to keep children safe on the internet, we need to start equipping them with the tools to 

understŀƴŘ ǿƘŜƴ ǘƘŜȅΩǊŜ ōŜƛƴƎ ƳƻƴƛǘƻǊŜŘΦ /ƘƛƭŘǊŜƴ ŀǊŜ ƛƴŦƛƴƛǘŜƭȅ ǊŜǎƻǳǊŎŜŦǳƭΣ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ 

filtering will not stop them from accessing what they want to access, but it will stop them from 

working with us to become better online citizens.  

How staff can and should protect themselves 

 

 15% of teachers who responded to a 2009 survey said that they had been victims of 

cyberbullying. 

 пс҈ ƻŦ ǘŜŀŎƘŜǊǎ ǎǳǊǾŜȅŜŘ ŦƻǊ .ŜŎǘŀΩǎ ŜǎŀŦŜǘȅ ŀƴŘ ǿŜō нΦл ǊŜǇƻǊǘ ǎŀƛŘ ǘƘŀǘ ǘƘŜȅ ƘŀŘ ƘŀŘ 

negative experiences caused by pupils. 

More and more schools are finding that they are having to deal with issues relating to staff use 

of technology and how this can have a negative impact on them or the school. Children and 

young people are using their web 2.0 tools to target staff as well as fellow pupils, sometimes 

with devastating consequences.  

 

Many staff will enjoy the benefits of social networking sites, but caution is needed when adults 

are working with children and young people. A basic common sense approach is needed to 

address this and all staff need to be aware that they are potentially vulnerable in this area.  

 

 5ƻ ƴƻǘ ŀŎŎŜǇǘ ΨŦǊƛŜƴŘǎƘƛǇ ǊŜǉǳŜǎǘǎΩ ƻƴ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ƻǊ ƳŜǎǎŀƎƛƴƎ ǎƛǘŜǎ ŦǊƻƳ 

students, pupils or young people (or their parents) that you work with.  Remember ex-

pupils may still have friends at your school. 

 Exercise caution ς ŦƻǊ ŜȄŀƳǇƭŜ ƛƴ CŀŎŜōƻƻƪ ƛŦ ȅƻǳ ǿǊƛǘŜ ƻƴ ŀ ŦǊƛŜƴŘǎ ΨǿŀƭƭΩ ŀƭƭ ǘƘŜƛǊ 

friends can see it ς even if they are not your friends ς and see your photo. 

 There is a separate privacy setting for Facebook groups, you might have your profile set 

to private, but not for groups. If you join a group everyone in the group will be able to 

see your profile.  

 If you have younger family members on your social networking group who are friends 

with your students or pupils be aware that posts that you write will be visible to them. 

 If you wish to set up a social networking site for a school project create a new user 

profile for this, do not use your own profile. 
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 LŦ ȅƻǳ ƻǊ ŀ ŦǊƛŜƴŘ ŀǊŜ ΨǘŀƎƎŜŘΩ ƛƴ ŀƴ ƻƴƭƛƴŜ ǇƘƻǘƻ ŀƭōǳƳ όCŀŎŜōƻƻƪΣ CƭƛŎkr or similar) the 

whole photo album will be visible to their friends, your friends and anyone else tagged 

in the same album. 

 You do not have to be friends with someone to be tagged in their photo album. 

 If you are tagged in a photo you can remove the tag, but not the photo. 

 

Support/Resources for safer working  

Recognising that many schools filter sites such as Facebook, Childnet International has 

produced some short video clips showing how users can check their privacy settings and ensure 

that their profile is private. There is also information on how to block contacts from MSN. 

http://www.kidsmart.org.uk/skills-school  

 

Guidance for safer working practice for adults who work with children and young people 

 

 Schools should have an acceptable use policy which specifies acceptable and permissible 

modes of communication 

Adults should: 

 Not give their personal contact details to children or young people, including their 

mobile telephone number and details of any blogs or personal websites 

 Only use equipment e.g. mobile phones, provided by the school to communicate with 

children, making sure their parents have given permission for this type of 

communication to be used 

 Only make contact with children for professional reasons and in accordance with any 

school policy 

 Recognise that text messaging is rarely an appropriate response to a child in a crisis 

situation or at risk of harm. It should only be used as a last resort, where other forms of 

communication are not possible. 

 Not use internet or web-based communication channels to send personal messages to 

children and young people 

 Ensure that if a social networking site is used, details are not shared with children and 

young people and privacy settings are set at maximum 

 

Support/Resources for Children 

 

There are a number of very useful sites provided advice and support to staff whishing to 

support and protect children. The following table shows a possible progression in the 

use of resources for younger children. 

 

http://www.kidsmart.org.uk/skills-school
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Age Range Resource URL 
Reception IŜŎǘƻǊΩǎ ²ƻǊƭŘ ς use the first episode to introduce some of the 

concepts of personal information and keeping things to ourselves. 
Analogy of walking along the street and giving your name and 
address to a stranger is usually a good one as they always 
ŀŎƪƴƻǿƭŜŘƎŜ ǘƘŀǘ ǘƘŜȅ ǿƻǳƭŘƴΩǘ Řƻ ǘƘŀǘΦ 
 
tƻǎƛǘƛǾŜ ŀǎǇŜŎǘǎ ƻŦ IŜŎǘƻǊΩǎ ²ƻǊƭŘ 

 Lesson plans are available which make explicit links to SEAL 
and also to PSHE curriculum 

 Resources available to support are very good, including  
songs, stickers, posters and other supporting materials 

 5 animated cartoons which are engaging for the children 
{ƻƳŜ ƛǎǎǳŜǎ ǿƛǘƘ IŜŎǘƻǊΩǎ ²ƻǊƭŘ 

 Accents are difficult to understand at times 

 Messages contained in subsequent episodes can be beyond 

younger children, e.g. terms and conditions 

 

www.thinkuknow.co.u
k/5-7 
 

Key Stage 1 The following activities for years 1 and 2 could easily be 
ƛƴǘŜǊŎƘŀƴƎŜŘ ŀƴŘ ƛǘ Ƴŀȅ ōŜ ǘƘŀǘ ǘƘŜ ƴŜǘǎƳŀǊǘȊ ŀŎǘƛǾƛǘƛŜǎ ό/ƭƛŎƪȅΩǎ 
Web World) will be much more appropriate for year 2. 

 

Year 1 Netsmartz ς /ƭƛŎƪȅΩǎ ǿŜō ǿƻǊƭŘ ς this is absolutely brilliant and is 
very engaging for children. There are a range of different activities 
that can be used, too many to describe here, but basically the 
children meet the ά²ŜōǾƛƭƭŜ hǳǘƭŀǿǎέ 

1. Wanta-Know Wally ς wants to know everything about you 
and your family, things like your name, address or telephone 
number. 

2. Potty-Mouth Pete ς uses bad and mean words and rude 
language when he talks on the internet. 

3. Meet-Me Mack ς wants you to meet him in person. 
4. Look-At-Dis Louie ς sends pictures of things that are mean or 
ugly, things that kids don’t want to see. 

They then can engage in a range of activities with the help of Clicky, 
Router, Nettie and Webster. 
Children really like these characters and identify with them. All web-
based as the site is from the US. 

http://www.netsmartz
kids.org/indexFL.htm  

Year 2 It would be possible to follow on with the netsmartz theme as there 
are more than enough activities to use. Other possibilities include 
re-ǾƛǎƛǘƛƴƎ ǘƘŜ IŜŎǘƻǊΩǎ ²ƻǊƭŘ ƳŀǘŜǊƛŀƭǎΣ ǇŀǊǘƛŎǳƭŀǊƭȅ ƛŦ ŎƘƛƭŘǊŜƴ ƳŜǘ 
some of these in Reception. Other useful sites which give a new 
ƻǳǘƭƻƻƪ ƻƴ ǎƻƳŜ ƻŦ ǘƘƛǎ ƳŀǘŜǊƛŀƭ ƛƴŎƭǳŘŜ bŜǘǘȅΩǎ ²ƻǊƭŘΦ  
bŜǘǘȅΩǎ ²ƻǊƭŘ ς contains 5 adventures aimed at this age group to 
help them to keep safe on the net. The materials are based around 5 
άCƻǊƎŜǘ-me-ƴƻǘǎέ ǿƘƛŎƘ ŀǊŜ Be Nice, Get Help, Think Again, Stay 
Safe and Secure and Protect What's Private.  

http://www.netsmartz
kids.org/indexFL.htm 
www.thinkuknow.co.u
k/5-7 
http://www.nettyswor
ld.com.au/index.html  

http://www.thinkuknow.co.uk/5-7
http://www.thinkuknow.co.uk/5-7
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.thinkuknow.co.uk/5-7
http://www.thinkuknow.co.uk/5-7
http://www.nettysworld.com.au/index.html
http://www.nettysworld.com.au/index.html
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Key Stage 2 The order of the next set of activities will depend very much upon 
the cohort of children that you are dealing with. Experience has 
shown that individual groups will differ greatly and some activities 
will not be suitable or not be relevant to some groups. 

 

Year 3 New materials are available from Childnet International.  
 
/ŀǇǘŀƛƴ YŀǊŀ ŀƴŘ ²ƛƴǎǘƻƴΩǎ {a!w¢ ŀŘǾŜƴǘǳǊŜΦ The SMART 
!ŘǾŜƴǘǳǊŜ ƛƭƭǳǎǘǊŀǘŜǎ /ƘƛƭŘƴŜǘΩǎ {a!w¢ ǊǳƭŜǎ ŀƴŘ ƛƴŎƭǳŘŜǎ ŀ ǊŜŀƭ ƭƛŦŜ 
SMART Crew of young people who guide the cartoon characters in 
their quest and help them make smart online decisions. There are 
ǘŜŀŎƘŜǊΩǎ ƴƻǘŜǎ ǿƘƛŎƘ ǎǳǇǇƻǊǘ ǘƘŜ р ŀƴƛƳŀǘƛƻƴǎ ŀƴŘ ŀ ǊŀƴƎŜ ƻŦ 
materials that can be downloaded or ordered free of charge. 
 

Lesson plans and 
teachers guide can be 
found at 
http://www.childnet.c
om/kia/primary/furth
erresources/ 
 
Main animations can 
be found at 
http://www.childnet.c
om/kia/primary/smart
adventure/default.asp
x  

Year 4 Nettie and Webster activities from Netsmartz. 
There are a whole range of different activities from netsmartz based 
around Netsmartz Rules! Here, Nettie and Webster guide children 
through a range of activities and they meet 5 new characters who 
each represent a danger when using the internet and online 
technologies.  

1. Numbut ς spends all his time on the computer and needs to 
get a life. 

2. Hot-Head ς uses rude and mean language on the internet. 
3. Follow-You Fiona ς pretends to be your friend and tries to 

gain your trust to meet you somewhere to do mean and 
illegal things. 

4. Spamazoid ς sends junk e-mail to lots of people, usually stuff 
that you don’t want to see. 

5. Oogle ς watches what you do online and tries to sell you 
things or sell your personal information to people. 

http://www.netsmartz
kids.org/indexFL.htm 
 

Year 5 /9htΩǎ /ȅōŜǊŎŀŦŜΦ 
The cybercafé has a wide range of activities ranging from mobile 
phones to email, chat rooms and safe online profiling. The cybercafé 
has 9 lesson plans which can be used and downloaded from the site. 
There are also suggested supplementary activities. 

www.thinkuknow.co.u
k/8-10/cyberbcafe 
 

Year 6 Both of these resources need to be used with caution and at the 
discretion of the class teacher or someone who knows the children 
very well. 
 
1. CEOP assemblies ς very hard hitting and makes the point that 
once something is posted online it is impossible to get it back ς 
powerful analogy which resonates with young people. There are a 
couple of lesson plans to go with this. Deals with issues of predatory 
behaviour. 
 
 

 
 
These materials need 
to be downloaded 
from the CEOP site 
and teachers need to 
register first in order 
to be able to do this.  
http://www.thinkukno
w.co.uk/teachers/reso
urces.aspx?tabID=2 

http://www.childnet.com/kia/primary/furtherresources/
http://www.childnet.com/kia/primary/furtherresources/
http://www.childnet.com/kia/primary/furtherresources/
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.thinkuknow.co.uk/8-10/cyberbcafe
http://www.thinkuknow.co.uk/8-10/cyberbcafe
http://www.thinkuknow.co.uk/teachers/resources.aspx?tabID=2
http://www.thinkuknow.co.uk/teachers/resources.aspx?tabID=2
http://www.thinkuknow.co.uk/teachers/resources.aspx?tabID=2
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нΦ [ŜǘΩǎ CƛƎƘǘ ƛǘ ¢ƻƎŜǘƘŜǊ ς this powerful film focuses on 
cyberbullying and how to deal with it. Very thought provoking, it 
comes with 2 lesson plans and guidance for use. The film can be 
ordered from the DCSF prolog site or can be streamed live from the 
website 

http://www.digizen.or
g/cyberbullying/film.a
spx  

KS3 and 
beyond 

Ideally children should have been provided with all of the basics of esafety by the time they 
are 11. However it is important to maintain the input once they move into year 7 and beyond. 
 
Think U Know 
The think u know programme is well placed for use in year 7. This needs to be delivered by an 
accredited trainer. Further information can be found at www.thinkuknow.co.uk 
 
WŜƴƴȅΩǎ {ǘƻǊȅ 
This video available from Childnet www.childnet.com shows how without the correct 
guidance, young people can put their safety at risk and become a victim. 
 
Netsmartz  
There are a whole range of excellent materials available from Netsmartz which focus on all 
aspects of e-ǎŀŦŜǘȅΦ ¢ƘŜ άǊŜŀƭ-ƭƛŦŜ ǎǘƻǊƛŜǎέ ŀǊŜ ǇŀǊǘƛŎǳƭŀǊƭȅ ǇƻǿŜǊŦǳƭ ŀƴŘ ƳŀƪŜ ŎƭŜŀǊ ǘƻ ȅƻǳƴƎ 
people the consequences of their actions.  
 
Matt thought he knew 
A powerful film from CEOP showing how a teenager using MSN and social networking believes 
he is talking to a girl of his own age. He sends her a number of inappropriate pictures of 
ƘƛƳǎŜƭŦ ŀƴŘ ŀƎǊŜŜǎ ǘƻ ƳŜŜǘ ƘŜǊ όƛƴ Ƙƛǎ ǿƻǊŘǎ άǿŜ Ǝƻǘ ŎŀǊǊƛŜŘ ŀǿŀȅέύΦ ²ƘŜƴ ƘŜ ŀǊǊƛǾŜǎ ŀǘ ǘƘŜ 
meeting place his online friend turns out to be a much older man.... 
 
Videos from Dubestemmer 
A range of video material, much of it put together by children and young people which 
delivers very powerful messages. http://www.dubestemmer.no/en/Downloads/Ages_13-17  
Many of these focus on the consequences of revealing too much personal information.   
 
Chatdanger and Kidsmart 
Two fantastic resources from Childnet International which focus on different aspects of e-
safety. Chatdanger (www.chatdanger.com) covers staying safe when chatting on a range of 
platforms.  

 

 

Summary 

 

Increased access to the internet via laptops, game consoles and mobile phone, and the 

associated increased use of social networking sites ultimately increases the risk to children. 

Consequently it is incumbent on all staff to be aware of the benefits and risks and to take 

appropriate steps to protect children. It is also important that schools help children protect 

themselves. The key message is to make children and staff risk aware.  

 

http://www.digizen.org/cyberbullying/film.aspx
http://www.digizen.org/cyberbullying/film.aspx
http://www.digizen.org/cyberbullying/film.aspx
http://www.thinkuknow.co.uk/
http://www.childnet.com/
http://www.dubestemmer.no/en/Downloads/Ages_13-17
http://www.chatdanger.com/
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Further Resources 

The Byron Review: www.dcsf.gov.uk/byronreview 

Cyberbullying Guidance for teachers and professionals: 

http://www.digizen.org.uk/downloads/cyberbullying_teachers.pdf  

www.teachtoday.eu  

Key Stage 1 - IŜŎǘƻǊΩǎ ²ƻǊƭŘ http://www.thinkuknow.co.uk/5_7  

Key Stage 2 ς cybercafé: http://www.thinkuknow.co.uk/8_10/  

Sign up as a teacher: https://www.thinkuknow.co.uk/teachers/register.aspx  

Netsmartz ς Key Stage 2: http://www.netsmartzkids.org/activities/index.htm  

²ƘƻΩǎ ȅƻǳǊ ŦǊƛŜƴŘ ƻƴ ǘƘŜ ƛƴǘŜǊƴŜǘΚ http://www.netsmartzkids.org/activities/whofriend.htm 

Childnet: www.childnet.com 

Social Networking: http://www.kidsmart.org.uk/socialnetworking/ 

www.safesocialnetworking.com ό.ŜōƻΩǎ ǎŀŦŜǘȅ ǎƛǘŜύ 

http://www.chatdanger.com/ 

Validity and Bias: www.allaboutexplorers.com 

www.thedogisland.com 

The SMART Crew: http://www.childnet.com/kia/primary/ 

Wild Web Woods ς /ƘƛƭŘǊŜƴΩǎ ǊƛƎƘǘǎ ŜǘŎΦ www.wildwebwoods.org  

Cyberbullying: http://www.digizen.org.uk/cyberbullying/film.aspx 

Interactive game: http://www.digizen.org.uk/cyberbullying/film.aspx#interactive 

Key Stage 3 - http://www.thinkuknow.co.uk/11_16/ 

Netsmartz ς real lifestories: http://www.netsmartz.org/netteens.htm 

NSTeens ς cartoons etc. http://www.nsteens.org/ 

Orange Resources: www.orange.co.uk/education 

 

http://www.dcsf.gov.uk/byronreview
http://www.digizen.org.uk/downloads/cyberbullying_teachers.pdf
http://www.teachtoday.eu/
http://www.thinkuknow.co.uk/5_7
http://www.thinkuknow.co.uk/8_10/
https://www.thinkuknow.co.uk/teachers/register.aspx
http://www.netsmartzkids.org/activities/index.htm
http://www.netsmartzkids.org/activities/whofriend.htm
http://www.childnet.com/
http://www.kidsmart.org.uk/socialnetworking/
http://www.safesocialnetworking.com/
http://www.chatdanger.com/
http://www.allaboutexplorers.com/
http://www.thedogisland.com/
http://www.childnet.com/kia/primary/
http://www.wildwebwoods.org/
http://www.digizen.org.uk/cyberbullying/film.aspx
http://www.digizen.org.uk/cyberbullying/film.aspx#interactive
http://www.thinkuknow.co.uk/11_16/
http://www.netsmartz.org/netteens.htm
http://www.nsteens.org/
http://www.orange.co.uk/education

