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This BBP is designed to provide an overview of e-safety and does not purport to provide a
definitive answer. For that you are advised to access the excellent resources from CEOP,
Childnet and BECTA or those links offered at the end of this paper.
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An Introduction to e-Safety

eSafety is a term that was unknown until relatively recently, yet now it has an impact on all of
our lives, but particularly on the lives of children and young people. Essentially, e-safety refers
to the need to stay safe in online and mobile environments. In 2007 the government
commissioned Dr. Tanya Byron to carry out an independent review' of the risks children face
from the internet (and video games). Her widely acclaimed report made some significant
recommendations which have already begun to make an impact on the way that schools work
with and support children and young people. This quote sums up the need for e-safety to be
taken seriously.

“To ignore e safety issues when i mpl ement.i
a major oversightand would ultimately lead to significant gaps in child protection policies,
f SFPAYy3T OKAfRNBY FyR @2dzy3 LIS2LX S @dz ySNI o6t So

The Byron review had a number of strategic objectives one of which is to:

Equip children to deal with exposure to harmful and inappropriate content and contact,
and equip parents to help their children deal with these things and parent effectively around
incidences of harmful and inappropriate conduct by their children.

Key Legislation

All adults who come into contact with children and young people in their work have a duty of
care to safeguard and promote their welfare. (1989 Children Act and Child Care Act 2000)

The Children Act 2004, through the Stay Safe outcome of the Every Child Matters Change for
Children programme places a duty on organisations to safeguard and promote the well-being of
children and young people. This encompasses e-safety.

e-Safety & The Law

School staff are able to confiscate mobile phones as a sanction and they have a legal defence
for doing this (Education and Inspections Act 2006 (s 94). However, staff cannot search a
mobile device without the consent of the pupil. This remains the case, even if they suspect that
the phone contains an illegal image. If a pupil refuses to allow a member of staff to search the
phone then it is possible to refer the matter to the police who are able to use their extended
search powers. Refer to the BSA Legal Guide for House Staff (latest version published Autumn
2009)

! Byron, T. (2008) Safer Children in a Digital World: The Report of the Byron Review. London: Department for Children, Schools and Families, and
the Department for Culture, Media and Sport. Retrieved from http://www.dcsf.gov.uk/byronreview/
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The Risks & the Opportunities

In order to fully understand what we are keeping children safe from, we need to understand
some of the risks associated with the internet and online technologies. The table below
categorises these risks as outlined in the Byron review, as well as the opportunities that online
communication and collaboration can bring. The media can often complicate the issue and
present a bleak picture of the internet which has led to many parents thinking that the greatest
risk their children face is from paedophiles and predators who masquerade as younger people
and try to trick children and young people into meeting up with them in order to fulfil their
sexual fantasies. However, research has shown that although possibly the greatest risk in terms
of harm, it is also the least likely to actually happen. Children and young people are much more

likely to be cyberbullied than they are to be groomed.

The following table sets out the opportunities and risk

Content:

Child as recipient

Contact:
Child as participant

Conduct:
Child as actor

Education Educational Contact with others who | Self-initiated or
learning and resources aKIF NB 2y SQa|collaborative
- digital literacy learning
E Participation Global information Exchange among interest | Concrete forms of
Z ELCKHETE groups civic engagement
= engagement
§_ Creativity and Diversity of Being invited/inspired to | User-generated
8 (I EDIEI I resources create or participate content creation
Identity and Advice Social networking, Expression of
social (personal/health/ shared experiences with | identity
connection sexual etc) others
Commercial Advertising, spam, Tracking, harvesting Gambling, illegal
sponsorship personal information downloads, hacking
Aggressive Violent / gruesome / | Being bullied, harassed Bullying or harassing
hateful content or stalked another
g Sexual Pornographic / Meeting strangers, being | Creating / uploading
2 harmful sexual groomed pornographic
content material
Values Racist, biased info/ | Self-harm, unwelcome Providing advice eg,
advice (eg, drugs) persuasion suicide / pro-
anorexia

A classification of online opportunities and risks for children and young people2

2 Livingstone, S and Haddon, L (2009) EU Kids Online: Final report. LSE, London: EU Kids Online. (EC Safer Internet Plus Programme Deliverable

D6.5)
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At first sight, the list of risks can seem quite daunting, but closer examination reveals that many
of the risks cited are concerns that have existed for generations. For example tracking is
mentioned and of course this is a concern, we also talk about stalking which is something that
happens in the off-line world as well. Unfortunately, pornographic and harmful sexual content
has always existed; the internet simply provides an easier means of accessing this material as
the perceived anonymity it affords mean that children and young people are much more likely
to take risks and attempt to access such material believing that they will never be discovered.

What makes children vulnerable?
Despite the fact that many of these risks have always existed, the internet brings with it a
couple of issues which mean that children and young people can be particularly vulnerable.

1. Children and young people tend to use the internet (at least initially) in places where
they feel very safe. This is because we tell them that they are safe and want them to feel
that way. Home and school are places that we need children to feel safe and secure in
and staff and parents work hard to ensure that this is the case. However, in doing so, we
encourage children to approach their use of the internet with a false sense of security.
In their eyes, nothing can go wrong ¢ because they are in that safe place. This is
highlighted by the comment below:
“How can we come to any harm when we are s
happeGirlis’®

22.2S 1y296 FTNRY &aO0OASYUAFTFAO NBaSINOKI GKIFG LK
risk develops after adolescence because the parts of the brain that govern risk have not
RSOSt2LISR® ¢KA& YSIya GKFEG OKAf RNBY cR2y Qi
this is actually a good thing in some respects as without this, children and young people
would not take the risk to tell their first lie of consequence, or do their first noble thing.
Indeed, it is only their inability to appreciate and understand risk that allow them to do
those things that we as adults consider to be both incredibly brave and foolish, the
things that really characterise adolescence, the series of really dangerous decisions that
you have to make to become an adult.

These two factors taken together can form a potentially toxic mix, meaning that some children
and young people will take real risks without any thought for future consequences.

* From Ofcom ¢ Social Networking: A quantitative and qualitative research report into attitudes, behaviours and use (April 2008)
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It is important to remember at this point that we were all children once, we all did the foolish
things, the difference ¢ and it is a crucially important one ¢ is that our foolish activities were not
permanently recorded.

Consequently, informing children about risk involves
e Frequent reinforcement ¢ which means both at home and at school

e Providing children with examples ¢ things from their real life that actually mean
something to them.

We must infuse children with the media literacy that helps them to understand about the

immortality of the information that they put up online. This is vitally important. The way to do

GKA&a A& bh¢ G2 areée R2y QG daAaS GKAazX odzi (G2 atl e
throughthenSG 62 NJ ¢ ® 9y O2dzN>F 3S OKAf RNBY FyR &2dzy3 LIS
themselves. When they have witnessed the speed and diffusion of how something goes

through a social network they will be much more likely to think twice about what they post.

What children and young people are really doing online?

a7

/| KAt RNBY FyR @2dzy3 LIS2LIX S dzaS GKS AYyuSNySia Ay
for them and see it very much as a tool to help them in their daily lives. Pupils at school are
likely to be:
e Blogging
e Sharing music and downloading music and film (quite probably illegally) ¢ how many
schools actually teach children about copyright, intellectual property and plagiarism in
relation to the internet?
e Using social networking sites
e Playing online games
e Using instant messenger services
e {LISYRAY3I GAYS O2YYSyilAy3a 2y 20KSNJ LIS2L) SQa
e Sharing theirpasswords¢és har i ng your passwor d¢chaws a si gn
many schools are talking to children and young people about how to create a strong
password?
e Some pupils will probably also have engaged in sexting or know someone else who has
done this.
e A number of them will have either been victims or perpetrators of cyberbullying.

It is essential that all staff know about these issues and either know how to deal with them or
how to escalate a concern if a child or young person needs help.
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Figure 18: Internet activities carried out at least once a week by home users
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How can we best protect children and young people?

The most effective way to keep children and young people safe online is to ensure that they
have someone that they trust who they can talk to if something goes wrong.

Education and empowerment are much more powerful tools than blocking, banning and
monitoring. We spend a lot of time telling children and young people how important their
privacy is and what they must do in order to protect it. We do this for a number of good
reasons; one is that there is a small risk that they could be groomed by a predator, but more
importantly, because the internet will never forget. It is appropriate then that we sit down with
our children and point out that the photo they post when they are 15 or 16 of them half
dressed, smoking a cigarette and drinking will indeed come back and haunt them when they are
35 or 36 and they will wish they had never posted it. However, at the same time as telling them
this, we also put our children in situations where everything that they do at school and at home
is being watched, monitored and processed. The information that is gathered is then used as
ammunition for us to tell our children that they have done something wrong ¢ they have been
caught.

Children understand that actions speak louder than words ¢ so when we monitor a child for
every second that they are online, and then turn around to them and say that privacy is
AYLRNIFYG YR KSe& Ydzad LINRGISOG Adz GKSe@
When we tell them to protect their personal information and not give it out, but also that if
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they take steps to hide that information from us (e.g. by using a proxy server and so by-passing

GKS aoOKz22fQa aal ¥FS¢ AYyUSNYySaG O2yySOGAz2y 66KAOK
g2NI R 2F (NRdzof SI OKAfRNBY YR @&2dzy3 LIS2LX S 0

about this whole not disclosing information business. We are training children not to value their

privacy by relying too heavily on monitoring software and surveillance in schools. If we really

want to keep children safe on the internet, we need to start equipping them with the tools to

understt YR 6 KSY (GKS@QNB o0SAYy3a Y2YyA(G2NBR® / KAt RNBY
filtering will not stop them from accessing what they want to access, but it will stop them from

working with us to become better online citizens.

How staff can and should protect themselves

e 15% of teachers who responded to a 2009 survey said that they had been victims of
cyberbullying.
e nciz 2F GSFHOKSNAR ad2NPSeSR F2NJ . SOGFQa Sal FS
negative experiences caused by pupils.
More and more schools are finding that they are having to deal with issues relating to staff use
of technology and how this can have a negative impact on them or the school. Children and
young people are using their web 2.0 tools to target staff as well as fellow pupils, sometimes
with devastating consequences.

Many staff will enjoy the benefits of social networking sites, but caution is needed when adults
are working with children and young people. A basic common sense approach is needed to
address this and all staff need to be aware that they are potentially vulnerable in this area.

Q)
No
O

e 52 y2i OO0OSLII WFNASYRaAaKALI NBljdzSataqQ 2y
students, pupils or young people (or their parents) that you work with. Remember ex-
pupils may still have friends at your school.

e Exercisecaution¢F 2 NJ SEI YLX S Ay CI 086221 AT @&2dz 6N
friends can see it ¢ even if they are not your friends ¢ and see your photo.

e There is a separate privacy setting for Facebook groups, you might have your profile set
to private, but not for groups. If you join a group everyone in the group will be able to
see your profile.

e [f you have younger family members on your social networking group who are friends
with your students or pupils be aware that posts that you write will be visible to them.

e If you wish to set up a social networking site for a school project create a new user
profile for this, do not use your own profile.
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e LT &2dz 2NJ I FNRASYR I NB Wil 33 &Rotsimlayfthd y 2y A
whole photo album will be visible to their friends, your friends and anyone else tagged
in the same album.

e You do not have to be friends with someone to be tagged in their photo album.

e If you are tagged in a photo you can remove the tag, but not the photo.

Support/Resources for safer working

Recognising that many schools filter sites such as Facebook, Childnet International has
produced some short video clips showing how users can check their privacy settings and ensure
that their profile is private. There is also information on how to block contacts from MSN.

http://www.kidsmart.org.uk/skills-school

Guidance for safer working practice for adults who work with children and young people

e Schools should have an acceptable use policy which specifies acceptable and permissible

modes of communication
Adults should:

e Not give their personal contact details to children or young people, including their
mobile telephone number and details of any blogs or personal websites

e Only use equipment e.g. mobile phones, provided by the school to communicate with
children, making sure their parents have given permission for this type of
communication to be used

e Only make contact with children for professional reasons and in accordance with any
school policy

e Recognise that text messaging is rarely an appropriate response to a child in a crisis
situation or at risk of harm. It should only be used as a last resort, where other forms of
communication are not possible.

e Not use internet or web-based communication channels to send personal messages to
children and young people

e Ensure that if a social networking site is used, details are not shared with children and
young people and privacy settings are set at maximum

Support/Resources for Children
There are a number of very useful sites provided advice and support to staff whishing to

support and protect children. The following table shows a possible progression in the
use of resources for younger children.
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Age Range

Resource

URL

Reception

I SO0 2 NI &se theFitkEpRode to introduce some of the
concepts of personal information and keeping things to ourselves.
Analogy of walking along the street and giving your name and

address to a stranger is usually a good one as they always
I O1ly2e¢f SRAIS GKIG (GKS& g2dz Ry

t2aA0AOS aLISOGa 2F |1 SOG2NRNa
e Lesson plans are available which make explicit links to SEAL
and also to PSHE curriculum
e Resources available to support are very good, including
songs, stickers, posters and other supporting materials
e 5 animated cartoons which are engaging for the children
{2YS AaadzsSa ogA0GK | SOG2NDRa 22N
e Accents are difficult to understand at times

e Messages contained in subsequent episodes can be beyond
younger children, e.g. terms and conditions

www.thinkuknow.co.u
k/5-7

Key Stage 1

The following activities for years 1 and 2 could easily be
AYGSNOKIFIY3ISR YR Al YIe& 0SS (K
Web World) will be much more appropriate for year 2.

Year 1

Netsmartz¢/ £ A O] @ Q & this$ absolat2yNbufill@nt and is
very engaging for children. There are a range of different activities
that can be used, too many to describe here, but basically the
children meetthe @2 SO GAt € S hdzif | 6a¢é
1. Wanta-Know Wally ¢ wants to know everything about you
and your family, things like your name, address or telephone
number.
2. Potty-Mouth Pete ¢ uses bad and mean words and rude
language when he talks on the internet.
3. Meet-Me Mack ¢ wants you to meet him in person.
4. Look-At-Dis Louie ¢ sends pictures of things that are mean or
ugly, things that kids do
They then can engage in a range of activities with the help of Clicky,
Router, Nettie and Webster.
Children really like these characters and identify with them. All web-
based as the site is from the US.

http://www.netsmartz
kids.org/indexFL.htm

Year 2

It would be possible to follow on with the netsmartz theme as there
are more than enough activities to use. Other possibilities include
re@dAaAlGAy3d GKS 1 SOG2NDa 2 2NIR
some of these in Reception. Other useful sites which give a new
2dzift 221 2y a2vy$S 2F GKA& YI GSN
b Si G & QacontaidsNEdRntures aimed at this age group to

help them to keep safe on the net. The materials are based around 5

GC2MNE$8(aé B NdD et Held,Bhink Again, Stay

Safe and Secure and Protect What's Private.

http://www.netsmartz
kids.org/indexFL.htm
www.thinkuknow.co.u
k/5-7
http://www.nettyswor
Id.com.au/index.html
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http://www.thinkuknow.co.uk/5-7
http://www.thinkuknow.co.uk/5-7
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.thinkuknow.co.uk/5-7
http://www.thinkuknow.co.uk/5-7
http://www.nettysworld.com.au/index.html
http://www.nettysworld.com.au/index.html

Key Stage 2 | The order of the next set of activities will depend very much upon
the cohort of children that you are dealing with. Experience has
shown that individual groups will differ greatly and some activities
will not be suitable or not be relevant to some groups.

Year 3 New materials are available from Childnet International. Lesson plans and

teachers guide can be

[ FLIGEFAY YEFENI YR 2 AyhesSMARTQa { g foundat

| ROSY GdzZNB AffdzAaAGNY GSa / KA Ry 9 http://www.childnet.c

SMART Crew of young people who guide the cartoon characters in om/kia/primary/furth

their quest and help them make smart online decisions. There are erresources/

G§SIFOKSNRa y2GS8a 6KAOK &dzLL2 NI

materials that can be downloaded or ordered free of charge. Main animations can
be found at
http://www.childnet.c
om/kia/primary/smart
adventure/default.asp
X

Year 4 Nettie and Webster activities from Netsmartz. http://www.netsmartz
There are a whole range of different activities from netsmartz based | kids.org/indexFL.htm
around Netsmartz Rules! Here, Nettie and Webster guide children
through a range of activities and they meet 5 new characters who
each represent a danger when using the internet and online
technologies.

1. Numbut ¢ spends all his time on the computer and needs to
get a life.

2. Hot-Head ¢ uses rude and mean language on the internet.

3. Follow-You Fiona ¢ pretends to be your friend and tries to
gain your trust to meet you somewhere to do mean and
illegal things.

4. Spamazoid ¢ sends junk e-mail to lots of people, usually stuff
that you don’'t want to se

5. Oogle ¢ watches what you do online and tries to sell you
things or sell your personal information to people.

Year 5 / 9ht Qa / @06 SNOIF TS www.thinkuknow.co.u
The cybercafé has a wide range of activities ranging from mobile k/8-10/cyberbcafe
phones to email, chat rooms and safe online profiling. The cybercafé
has 9 lesson plans which can be used and downloaded from the site.

There are also suggested supplementary activities.

Year 6 Both of these resources need to be used with caution and at the
discretion of the class teacher or someone who knows the children
very well. These materials need

to be downloaded
1. CEOP assemblies ¢ very hard hitting and makes the point that from the CEOP site
once something is posted online it is impossible to get it back ¢ and teachers need to
powerful analogy which resonates with young people. There are a register first in order
couple of lesson plans to go with this. Deals with issues of predatory | to be able to do this.
behaviour. http://www.thinkukno
w.co.uk/teachers/reso
urces.aspx?tablD=2
BSA BBP 24 Page 11 Oct 2009



http://www.childnet.com/kia/primary/furtherresources/
http://www.childnet.com/kia/primary/furtherresources/
http://www.childnet.com/kia/primary/furtherresources/
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.childnet.com/kia/primary/smartadventure/default.aspx
http://www.netsmartzkids.org/indexFL.htm
http://www.netsmartzkids.org/indexFL.htm
http://www.thinkuknow.co.uk/8-10/cyberbcafe
http://www.thinkuknow.co.uk/8-10/cyberbcafe
http://www.thinkuknow.co.uk/teachers/resources.aspx?tabID=2
http://www.thinkuknow.co.uk/teachers/resources.aspx?tabID=2
http://www.thinkuknow.co.uk/teachers/resources.aspx?tabID=2

H® [ SGQAa C&tH&pdwerlulfilméou@Son K S NJ http://www.digizen.or
cyberbullying and how to deal with it. Very thought provoking, it g/cyberbullying/film.a
comes with 2 lesson plans and guidance for use. The film can be SpPX

ordered from the DCSF prolog site or can be streamed live from the
website

KS3 and
beyond

Ideally children should have been provided with all of the basics of esafety by the time they
are 11. However it is important to maintain the input once they move into year 7 and beyond.

Think U Know
The think u know programme is well placed for use in year 7. This needs to be delivered by an
accredited trainer. Further information can be found at www.thinkuknow.co.uk

WSyyeoa {iG2NE
This video available from Childnet www.childnet.com shows how without the correct
guidance, young people can put their safety at risk and become a victim.

Netsmartz

There are a whole range of excellent materials available from Netsmartz which focus on all
aspectsofe-d I FSG e df A KS AWBNRS&E | NB LI NI A OdzA |
people the consequences of their actions.

Matt thought he knew

A powerful film from CEOP showing how a teenager using MSN and social networking believes
he is talking to a girl of his own age. He sends her a number of inappropriate pictures of
KAYaSt¥ IyR F3INBSa (G2 YSSUi KSNJOAYy KAa
meeting place his online friend turns out to be a much older man....

Videos from Dubestemmer

A range of video material, much of it put together by children and young people which
delivers very powerful messages. http://www.dubestemmer.no/en/Downloads/Ages 13-17
Many of these focus on the consequences of revealing too much personal information.

Chatdanger and Kidsmart

Two fantastic resources from Childnet International which focus on different aspects of e-
safety. Chatdanger (www.chatdanger.com) covers staying safe when chatting on a range of
platforms.

Summary

Increased access to the internet via laptops, game consoles and mobile phone, and the

associated increased use of social networking sites ultimately increases the risk to children.

Consequently it is incumbent on all staff to be aware of the benefits and risks and to take

appropriate steps to protect children. It is also important that schools help children protect

themselves. The key message is to make children and staff risk aware.
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http://www.digizen.org/cyberbullying/film.aspx
http://www.digizen.org/cyberbullying/film.aspx
http://www.digizen.org/cyberbullying/film.aspx
http://www.thinkuknow.co.uk/
http://www.childnet.com/
http://www.dubestemmer.no/en/Downloads/Ages_13-17
http://www.chatdanger.com/

Further Resources

The Byron Review: www.dcsf.gov.uk/byronreview

Cyberbullying Guidance for teachers and professionals:
http://www.digizen.org.uk/downloads/cyberbullying teachers.pdf

www.teachtoday.eu

Key Stage1-1 S Ol 2 NIXbtp:/Av@whtEinkuknow.co.uk/5 7

Key Stage 2 ¢ cybercafé: http://www.thinkuknow.co.uk/8 10/

Sign up as a teacher: https://www.thinkuknow.co.uk/teachers/register.aspx

Netsmartz ¢ Key Stage 2: http://www.netsmartzkids.org/activities/index.htm

2 K2Qa & 2dzNJ T NRA SipR/wawhetimEriSkidsioxs fa cBviNids /S bbtfiend.htm

Childnet: www.childnet.com

Social Networking: http://www.kidsmart.org.uk/socialnetworking/

www.safesocialnetworking.comd . $S62Qa al ¥FSie &aArAdsSo

http://www.chatdanger.com/

Validity and Bias: www.allaboutexplorers.com

www.thedogisland.com

The SMART Crew: http://www.childnet.com/kia/primary/

Wild Web Woods ¢/ KA f RNB y Qndww.Nilivatvidods.org (i O ®

Cyberbullying: http://www.digizen.org.uk/cyberbullying/film.aspx

Interactive game: http://www.digizen.org.uk/cyberbullying/film.aspx#interactive

Key Stage 3 - http://www.thinkuknow.co.uk/11 16/

Netsmartz C real lifestories: http://www.netsmartz.org/netteens.htm

NSTeens ¢ cartoons etc. http://www.nsteens.org/

Orange Resources: www.orange.co.uk/education
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http://www.dcsf.gov.uk/byronreview
http://www.digizen.org.uk/downloads/cyberbullying_teachers.pdf
http://www.teachtoday.eu/
http://www.thinkuknow.co.uk/5_7
http://www.thinkuknow.co.uk/8_10/
https://www.thinkuknow.co.uk/teachers/register.aspx
http://www.netsmartzkids.org/activities/index.htm
http://www.netsmartzkids.org/activities/whofriend.htm
http://www.childnet.com/
http://www.kidsmart.org.uk/socialnetworking/
http://www.safesocialnetworking.com/
http://www.chatdanger.com/
http://www.allaboutexplorers.com/
http://www.thedogisland.com/
http://www.childnet.com/kia/primary/
http://www.wildwebwoods.org/
http://www.digizen.org.uk/cyberbullying/film.aspx
http://www.digizen.org.uk/cyberbullying/film.aspx#interactive
http://www.thinkuknow.co.uk/11_16/
http://www.netsmartz.org/netteens.htm
http://www.nsteens.org/
http://www.orange.co.uk/education

